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A conversation between law and engineering

The law commands, engineering executes? A reality check on
the expectations and practice of EU IT law and the AlIA

Some open points

On chicken and eggs: vertical v horizontal standards (// silos in
law)

The impossible task of embedding HR in standards
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l. How does the law
command? The AIA
seen through the lenses
of key features of IT law

Maurits Cornelis Escher (Metamorphosis Machine)
https://archive.org/details/EscherMetamorphosisMachine/5-Escher-Waterfall 0.jpg 3
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Primary law

AT . Treaties
Hard IaW \.“ .‘ Fallinzoffmyroo?.;'.‘.v

[screams] . ={

Law

Standards (SoA)

development Tech

https://www.youtube.com/watch?v=pBk4NYhWNMM 0”-12"’

See also: MG Porcedda, ‘The Effacement of Information Technology from EU Law in Bieker, de Conca et al (eds)Privacy and
Identity Management. Sharing in a Digital World (Springer 2024) -3-031-



https://www.youtube.com/watch?v=pBk4NYhWNMM
https://link.springer.com/chapter/10.1007/978-3-031-57978-3_2

ﬂ@ﬂ II. "Tooling’: the effacement of technology from law |

engagingcontent — Predicated on technology neutrality, future-proofing and design-blindess

Engaaing People

‘Tools’ = technology Regulatee chooses

neutrality tools

e Law neither specifies nor bans e to fulfil ‘by design’ privacy, DP
technologies to implement it and security

Choice according to SoA —>standardisation sl oA rag ooty

?piurl=https%3A%2F%2F tsel

' /4 net%2Fth%3Fid%3DOIP.pV2Pv9oeSW-
State Of the Art " SOft IaW HCVThy7VaQHaDW %26pid %3DApi =171
° |nternationa| 8207831Td354cc7930ecad94d2ea581763db6
8a72e0942bf336aff81fd63edf7fdafad3e

® ‘Free market’ relies on
standardisation
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Rights through extra- ‘Tools’ =

legal mechanisms technolggy
neutrality

Case-by-case approach

. : Tech effaced from law =
misses transveral impact of
tech beyond EU courts

| ¢

EU judge doesn’t (can’t)
engage with tech

M lll. The (CJEU) judicial ‘indeterminacy loop’

Eg CJEU case law on
filtering/monitoring,
the NAP case

See also

MG Porcedda, ‘The GDPR as a cyber risk management system: the
ECJ cautiously tackles data breaches in the NAP case’, European Law
Blog (2024)
https://www.europeanlawblog.eu/pub/h0I5lopl/release/1

MG Porcedda, Automated Analysis in the AFSJ and Digital Single
Market Monitoring: An Effaced Nexus, in Kosta (ed) Data Retention
Law in Europe and Beyond (OUP forthcoming)


https://www.europeanlawblog.eu/pub/h0l5lop1/release/1

>

Engaging Content

Engaaing People

ANNEX I

List of Union harmonisation legislation

Section A. List of Union harmonisation legislation based on the New Legislative Framework

Directive 2006/42[EC of the European Parliament and of the Council of 17 May 2006 on machinery, and amending
Directive 95[16/EC (O] L 157, 9.6.2006, p. 24);

Directive 2009/48/EC of the European Parliament and of the Council of 18 June 2009 on the safety of toys (O]
L 170, 30.6.2009, p. 1);

Directive 2013(53/EU of the European Parliament and of the Council of 20 November 2013 on recreational craft
and personal watercraft and repealing Directive 94/25/EC (O] L 354, 28.12.2013, p. 90);

Directive 2014/33/EU of the European Parliament and of the Council of 26 February 2014 on the harmonisation of
the laws of the Member States relating to lifts and safety components for lifts (O] L 96, 29.3.2014, p. 251);

Directive 2014/34/EU of the European Parliament and of the Council of 26 February 2014 on the harmonisation of
the laws of the Member States relating to equipment and protective systems intended for use in potentially explosive
atmospheres (O] L 96, 29.3.2014, p. 309);

Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the harmonisation of the
laws of the Member States relating to the making available on the market of radio equipment and repealing Directive
1999/5/EC (O] L 153, 22.5.2014, p. 62);

AlA and silos: a horizontal framework operating vertic'alfy“'

ANNEX 11

High-risk Al systems referred to in Article 6(2)

High-risk Al systems pursuant to Article 6(2) are the Al systems listed in any of the following areas:
1. Biometrics, in so far as their use is permitted under relevant Union or national law:
(a) remote biometric identification systems.

This shall not include Al systems intended to be used for biometric verification the sole purpose of which is to
confirm that a specific natural person is the person he or she claims to be;

(b) Al systems intended to be used for biometric categorisation, according to sensitive or protected attributes or
characteristics based on the inference of those attributes or characteristics;

(c) Al systems intended to be used for emotion recognition.

2. Critical infrastructure: Al systems intended to be used as safety components in the management and operation of
critical digital infrastructure, road traffic, or in the supply of water, gas, heating or electricity.

3. Education and vocational training:



ﬂw AlA: The stair-less house, with a twist
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Art 114 TFEU: AIA as part of New Legislative Framework

Historical connection between top & middle (with presumption of conformity
at bottom)

Historically not applied to software

Art 16 TFEU: historically tied to rights

Standards & rights historically travel on different tracks

But AIA Rec 121, Art 40(3) wish to marry them

“The common specification [as exceptional fall back solution]... when the
standardisation request has not been accepted by any of the European
standardisation organisations, or when the relevant harmonised standards
insufficiently address fundamental rights concerns”

“...strengthening global cooperation on standardisation and taking into
account existing international standards in the field of Al that are
consistent with Union values, fundamental rights and interests...”

Treaties

Law

Standards (SoA)

Tech
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Resolution adopted by the Human Rights
Council on 13 July 2021 47/23. New and

emerging digital technologies and human rights

Call for inputs: “The relationship
between human rights and technical
standard-setting processes for new
and emerging digital technologies

(2023)” - Report of the High
Commissioner for Human Rights

https://www.ohchr.org/en/calls-for-input/2023/call-inputs-relationship-between-
human-rights-and-technical-standard-setting

8} HSbooster.eu standICT..2026

Human Rights and ICT Standardisation:
examples across diverse SDOs, current
challenges and recommendations

Authors: Shakira Bedoya, Gabriela Garnham, Christian Grafenauer, Veronique Lerch, Maria Grazia
Porcedda, Monica Martinez Vargas and Charles Kiser Webb

Editors and Contributors: Maria Giuffrida, Silvana Muscella

Acknowledgements
HSbooster.eu* and StandICT.eu** greatly acknowledge the dedicated work of the authors

outlined below who have contributed to this document, released as an output of the workshop
“Human Rights and ICT Standardisation” organised with the European Commission on 6th

June 2024 .

https://zenodo.org/records/13769418
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«womcone: - Connecting rights & standards in Al (and beyond): building the staircase? .

- Qualitative differences:

- Standards: (voluntary) private law, fast(er), private-sector
driven, high-level but self-contained

- Rights: (mandatory) public law, slow(er), court-driven,
open-ended and evolving

- No method yet to connect them, plenty of hurdles
- Tooling
- Indeterminacy loop: EU judgments ignore tech

- Standardisation efforts take blackletter meaning of legal e il
instrument (Eg terminology, ontologies, Machine- e i
readability) = Wil ,

;ﬁl T
Ul

Maurits Cornelis Escher (Relativity)
https://archive.org/details/EscherMetamorphosisMac
hine
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https://archive.org/details/EscherMetamorphosisMachine
https://archive.org/details/EscherMetamorphosisMachine
https://archive.org/details/EscherMetamorphosisMachine

Tooling & design-blindness in the AIA

- Tooling (~ 20/50 references)

Rec 6: “As a pre-requisite, ...should serve as a tool for people,
with the ultimate aim of increasing human well-being”

Tech-neutrality implicit in definitions + functional approach to
key features of Al systems + future-proofing

- Design-blindness (~ 20/108 references)

Rec 27: «Application of [HLEG] principles [for trustworthy Al]
should be translated, when possible, in design and use of Al
models.»

8a72e0942bf336aff81fd63edf7fdafad3e
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ll. Does engineering
execute?

On chickens and eggs

Maurits Cornelis Escher (Metamorphosis Machine)
https://archive.org/details/EscherMetamorphosisMachine/5-Escher-Waterfall 0.jpg 3
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Commission
l el Al Board Adwsory forum

Al Act Oversight .-

Authorities

Sectorial product certification bodies
« Sectorial market surveillance
authorities & right protection bodies
In each Member State

Member State National Competent Authority Al Office provides guidelines
uikierel Bl Preiesien coordination and GPAI overS|g_ht

« European Al Board representing
GDPR Product Market
supervisory Certification Surveillance
v

national competent authorities
Al

Complex network of authorities across
sectors and member states —
Coordination and Knowledge Sharing
are key to consistent enforcement

Provider

Data Al Ireland example:

Provider Deployer « TBA: National Authority and
Annex Il MSA
« 12 Annex | MSA

Model

* 9 FR bodies

Provider « 1 Notified bodies




l"ﬂ";ﬂ Al Act Impact/Risk Assessment : Three little words ...+

-mee - @NCA fundamental rights."
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48 Presumption of innocence 49 Legality and proportionality of 50 Ne bis in
nd right o en i

Vi e 47 y

Articles 47-5 a
Vil General provisions 52 Scope 53 Lev
(Articles 51-54) interpretation prot

https://commission.europa.eu/aid-development-cooperation-fundamental-
rights/your-rights-eu/eu-charter-fundamental-rights_en

e

Direct but undifferentiated Reference
to European Fundamental Rights

Broad expansion in current scope of
EU product certification on health and
safety

Requires understanding of legislation
that protect these rights

Introduces Legal Uncertainities
* Which rights have direct effect?

* Which secondary legislation will
be relied on?

 What discretion do Market
Surveillance Authorities have in
enforcing rights?

 How will consistency across
member states and verticals be
handled?

."’ x


https://commission.europa.eu/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
https://commission.europa.eu/aid-development-cooperation-fundamental-rights/your-rights-eu/eu-charter-fundamental-rights_en
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> .. Al Act as a Learning Loop

Al Act is a Requlatory Learning

Monitor Framework
& Act - Al Providers must assess and treat
risks

Incident
report
observatory

Regulatory
Learning

* For severe risks with known treatments
— external certification required
\ « Otherwise providers can self-certify
|  If Risks materialize post-deployment,
Test & products can be removed, correctives
Deploy demanded and fines levied
community Product Learning on new risks shared across
S market & authorities
* Regulator Leaning via Sandboxes and
Human Trials accelerate learning and

sharing knowledge on risks

Reporijgiiss
Incident

actions

Realise
Impacts



Standardisation and Interoperability Challenges for the Al Act

Complex info exchange between
Al Providers/Deployers &
Authorities

Value Chain Transitivity of
Quality/Risk Assessments and
incident reports

Public Interest comparisons of
FRIA/incidents/risks assessment

y-

existing product regulation + OQversight Authorities:

new biometric identification

27 member states

<

existing product regulation +
new high-risk areas

A

~

Market Surveillance
Authorities

1L

]

J

4

Audits and Incident Reports

4
[ i Health, safety +
Conformlty Asse ssme nt 54 fundamental
§ Bodies rights
| CE Mark G
Risk Assessment /I' Al Provider

ooooo

Swpp
ort

ance
Evaluati

[

Data/Model

Suppliers

]._.

Improve
Leader

Mapping from certification from other Jurisdictions

ment
ship

Data/Model importers
(USIUK/CN etc) .

E

\ /

FRIA

Al
Deployer

N 4

Affected Stakeholders:

EU residents impacted by Al high risk areas

B
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Benefits Challenges
* International standards (ISO/IEC) cannot directly
* .Standar(_js request reflecjcs address specific jurisdictional needs/norms
international consensus in * Terminology and concepts differ between regulation
areas of interest and standards
* Regulation define legal complianceémore
e |ISO management system ’shalls’/’musts’) vs standards often focus on process
) i norms (‘should’/’may’)
standards well aligned with . o
T * Different author communities: legislators vs.
existing EU product technical experts
certification processes * Different revision processes, authorities and

timelines
e Standards embody industry - Alternative EC-specific Common Specification may

. diverge from international norms
technical consensus

18



Risk Management Systems for Al systems

| CENELEC =)

Requirement for European Standard

Lol JTC 1US®
'@ .
INFORMATION TECHNOLOGY STANDARDS

SC 42 - Artificial Intelligence

Candidate SC42 standards

ISO/IEC 23894 - Ai Risk Management

Al systems

Record keeping through logging capabilities by Al
systems

Transparency and information provisions for
users of Al systems

Human oversight of Al systems

Accuracy specifications for Al systems

Robustness specifications for Al systems

Cybersecurity specifications for Al systems

Quality management systems for providers of Al
systems, including post-market monitoring
processes

Conformity assessment for Al systems

learning

ISO/IEC 24970 — Al system logging

ISO/IEC DIS 12792 - Transparency taxonomy of Al systems

ISO/IEC AWI 42105 - Guidance for human oversight of Al
systems

ISO/IEC AWI TS 25223 - Guidance and requirements for
uncertainty quantification in Al systems & ISO/IEC AWI
23282 - Evaluation methods for accurate NLP systems

ISO/IEC TR 24029.1-2 Assessment of the robustness of
neural networks

ISO 27090, ETSI?

ISO/IEC 42001 Al management system &
ISO/IEC 27001:2013 Information security management
systems

ISO/IEC DIS 42006 - Requirements for bodies providing
audit and certification of Al management systems

EC Request for Harmonized
Standards from European
Standards Organisations
(ESO_

Compliance by Providers
conveys presumption of
conformity

But Provider would remain
responsible for satisfying Act
requirements and harmonized
standard remain under review

If ESO unsuccessful, EC can
define Common Specifications

ESO may adopt existin%
international standards for Al
processes or develop new
ones

https://publications.jrc.ec.europa.eu/repository/handle/

JRC132833

https://publications.jrc.ec.europa.eu/repository/handle

[JRC139430

19
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https://publications.jrc.ec.europa.eu/repository/handle/JRC132833
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https://ec.europa.eu/growth/tools-databases/enorm/mandate/593_en

’W Using Semantic Models to Extract Requirements
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Extract and link concepts
deemed relevant to
satisfying each
requirement into further
SKOS concept scheme

Extract defined Separate atomic requirement statements
terms from Act as from Act Provisions (Art 10.1 to 10.6) and
SKOS Concept add Requirement concept for each to a

Scheme (Art 3 requirement collection

Article3-29 training data 10.2. Training, validation and testing
Article3-30 validation data data sets shall be subject to data
Article3-31 validation data set governance and management Article10-2-r1  Training, validation and testing data sets shall be
Article3-32 testing data practices appropriate for the intended §ubject to dqta governance and management
Article3-33 input data purpose of the high-risk AI system. practices appropriate for the mt_ende_d purpose of
: : : . . the high-risk Al system.
Atticle3-34 biometric data Those practices shall concern in : ;
. . . I . . Articlel0-2-a-r1  [Data governance and management practices shall
Article3-35 biometric identification particular: . . . :
i i . . concern in particular] the relevant design choices
special categories of (a) the relevant design choices; ) )
Article3-37 personal data (b) data collection processes and the Articlel0-2-b-r1  [Data governance and management practices shall
o i - p concern in particular] data collection processes and
sensitive Operatlona| origin of data) and in the case of the origin of data, and in the case of personal data,
Article3-38 data personal data, the original purpose of the original purpose of the data collection
Article3-50 personal data the data collection;
Article3-51 non-personal;, data ~  -----
(h)...

20



skos:broader B skos:related E

ﬁfw Al Act Art 10 Requirement Example
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prov:Entity tair:.Requirement prov:Activity
Data |« DataSet ST T T T s » DataGovernancePractice
I
A A I A
Concepts fommm et »| DataManagementPractice
present in the TrainingDataSet |€--~------- . A .
I DataCollectionProcess DesignChoice
Al ACt but not | | TestingDataSet [€«----------- I
explicitly ! PurposeOfPersonal | | DataOrigin
: DataCollection
defined :
- skos:relalated
TrainingData ValidationDataSet |[& --------~- F----—- === | IntendedPurpose [—
|
ValidationData ——— e
HighRiskAiSystem €=~ - -1 Article10-2-r1
TestingData |, skos:definition
InputData Training, validationand
testing data sets shall be

subject to data
governance and
management practices

SensitiveOperationalData appropriate for the -
intended purpose of the Concepts eXpIICItIy

PersonalData l¢—— (S)?Igg;zgael:la[)giges high-risk Al system. defined in the Al
Act

BiometricData

NonPersonalData
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Example — Art 10 Comparison to ISO/IEC 5259: Data quality
for Analytics and Machine Learning
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ISO/IEC 5259 Data

quality for analytics |

and machine
learning

Part 1. Overview,
terminology, and
examples

Part 2: Data quality
measures

Part 3: Data quality
management
requirements and
guidelines

Part 4. Data quality
process framework

Part 5. Data quality
governance
framework

Part 6:
Visualization
framework for data
quality

ISO/IEC 5259

« Part1- 22 defined concepts — none coincide with the Al Act
definitions

« Part 3 offers 135+ normative statements, many with list
components

Al Act Article 10 on Data Governance

« 22 atomic requirements

« Requirements involve 74 undefined terms — majority were
classed as activities (44)

Challenges in Mapping
« Largely disjoint sets of defined terms
 Different granularity in requirements

22



ﬁ"ggﬂ Mapping the Act’s Regulatory Learning
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Al System Types

Prohibited
. Annex |
. Annex Il
. Non-High Risk
«  GPAI ' Value Chain Use Cases
e «  Subject to voluntary *  Deployer FRIA
codes of practice *  HRAI Provider-
Deployer
Dat .
Brovider «  Public Procurement of
HRAI
«  GPAI Provider-HRAI
Model .
Provider / Provider
Areas of Protections «  GPAI Provider—HRAI
. _ «  Safety Deployer
S~e - - «  Health -  HRAI Deployer
Affected Stakeholders «  Fundamental Rights Substantial Change
. Democracy Risk Materialisation/

. Environment Incident Reporting



ﬂﬂ‘)ﬂ Mapping Vertical-Horizontal Concepts
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" [(wowm | [ rowe ) [ oman )

Aﬁ T Al Operator
: hasPurposh
AliTechnique hasCaEability

. J Al Subject i
usesTechnique— Al System hasAlSubject :
G J \

Modality hasModality ( I

isAppliedWithinDomain

hasAlUser
hasComponent

AlComponent [AreaOfImpact] [ Stakeholder ]o—ﬂ

hasRisk ! QnAres

isRiskSourceFo asConsequence—b[ Consequence }-haslmpam*[ Impact ]

exploitsVulnerability

isUsedWithinLocality
: Locality Of Use

Concepts extracted from the Al Act

ing Al system

|
S rdfs:subClassOf
Vulnerability Event F—mod"lesEven m it
t airo property
Concepts extracted from the Al Act and ISO 31000 regarding risk isFollowedByControl 4, |kabels

https://regtech.adaptcentre.ie

Delaram Golpayegani, Harshvardhan J. Pandit, and Dave Lewis. “AIRO: An ontology for representing Al
risks based on the proposed EU Al Act and ISO risk management standards”. In: Towards a Knowledge-

Aware Al. Vol. 55. IOS Press. 2022, pp. 51-65. https://doi.org/10.3233/SSW220008

Delaram Golpayegani, Harshvardhan J Pandit, and Dave Lewis. “To Be High-Risk, or Not To Be—Semantic

Specifications and Implications of the Al Act’s High-Risk Al Applications and Harmonised Standards”. In:
Proceedings of the 2023 ACM Conference on Fairness,

Accountability, and Transparency. 2023, pp. 905-915 https://doi.org/10.1145/3593013.3594050

Law Enforcement

Influence
[Election
Outcome/
Referendum
Outcome/
Voting
Behaviour]

Remote
Identification

Biometric

Judicial
\Authority

\e\ 1© \
9Pl "Ow\w\ﬂ‘

m
/ S
<
B
%
| N I s o
| [Detecting/ Investigating/ wﬁ* Educationall 3
Prosecuting] Criminal ’ ocational Training \
Offences = oo MO | instiuion Assessing [To Be
' r | o Emﬂm"fr Received/Accessible] Level
e Socatonsl Trang ¢
T ) \ A B Annex il : Natural Person .‘ o Of Education
;a e;’:‘s:::‘gg i is| [Offending/ ity Groups = J g all
‘.-Assessing [Personality Traits/ \ e & ), \ocations! Training !
Past Criminal Behaviour] Lo © W,\Pu“’“ g - Instituion |
\ MM s 5" sa Candidatg o / o ; [
— retiabilty Of Tan P [Monitoring/ Detecting]
Evaluaind T Jestigal o™ M“ ° Prohibited Behaviour DuringTest
gyidence Nt ‘o Crimine! =
Prose J:wﬁ &2‘:’ \
oﬁer\ws Natural |Employee"
Person
s
08 gFordo% e
Public .RB‘-":_}:‘“?WPQ oo A
ﬁ -8\ Targ® :
Authority 5 efind)
. P1ac™® oaton Fiter
300 PP Suee“‘“d
T & o
/ e ing 9% avel
; gl candd
- g . e
¢ < Term
o (o & \ soaonT
St N aknd OS5y oo™
@ & = = e\ate® on
o0 > otk Be g OF
5 ‘bo‘s ddb S mma\(\ng D.Zc\\’m““’":‘ml
e - e Y - aNiOf
N — L e emin? gl
& ® ith/ \ wract T gvalv®
& 8 [Hea L confel Ladl B Domain
\"(’ Life Insurance] S m\°e &5 o out)
[Risk Assessment/ np\oY ce/®e!
Pricing] - Assessiny E\Peﬂo‘ma“ @ Purpose
A nﬁ, [Evaluating Eligibility For/ .
s 4 .'"eéfe git | Granting/ Reducing/ 3 Y »
N Score ing/ L g Toake Ey et @ Al Capabi
Public Assistance Services N / ?\o\l‘“ oot
A e@® e
Py le servi\ ol o ®) AiDepioy
Ale g, e,
ce —_— @ Al Subject


https://doi.org/10.3233/SSW220008
https://doi.org/10.1145/3593013.3594050
https://regtech.adaptcentre.ie/

ﬂ 35 Trinity College Dublin
PR Coldiste naTriondide, Baile Atha Cliath
&ﬁ The University of Dublin

Engaging Content
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Ill. Conclusions

How to achieve circular
regulatory learning

Maurits Cornelis Escher (Metamorphosis Machine)
https://archive.org/details/EscherMetamorphosisMachine/5-Escher-Waterfall 0.jpg *
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p‘WConclusions

E i ontent
gaaing People

* EU regulations & Standards forced on parallel tracks
* Finding patterns of ongoing interdisciplinary engagement

Al Act precipitates link between technical standards & fundamental rights
 Collaboration over terminology and design/implementation
* Managing coordination among stakeholders

« Candidate & under-development standard are Al-horizontal, but AIA/NLF
enforcement is vertical

* Challenges the EU regulatory and standardisation silos

* European standards development to integrate with wider regulatory
learning and regulatory architecture

 Stakeholder, jurisdictional and legal hierarchical challenges
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